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Change Log

1 2014-10-20 Initial Release
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Introduction

Fortinet

This document lists and describes many of the new features added to FortiAuthenticator 3.2.
For a complete list of all new FortiAuthenticator 3.2 features and bug fixes, please see the latest
release notes.

This document, and all of the FortiAuthenticator 3.2 documentation, will continue to improve as
we see the new features in action and as we get feedback about these documents from you.
You can send comments and suggestions for improvements for all FortiAuthenticator 3.2
documents to techdoc@fortinet.com.
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What's New

FortiAuthenticator 3.2 is a major feature release and includes new features in all functional
areas of the product.

System features

These are features related to general system operation and not a specific functional area.

Hyper-V support

Continuing the Fortinet strategy to support multiple virtual machine hypervisor options,
FortiAuthenticator introduces FortiAuthenticator for Hyper-V. This release supports Hyper-V
Server 2012 R2 and Hyper-V on Windows Server 2012 R2. Earlier versions may be functional
but have not yet been verified and are therefore unsupported. The release notes will be
updated as this changes.

Authentication

Authentication covers all of the explicit authentication options within the FortiAuthenticator
including RADIUS, LDAP, Two-Factor, Tokens, EAP, guest management and user self-service
features.

Enhance RADIUS auth debugging

Extended RADIUS debugging can now be enabled by selecting Enter Debug Mode on the
debug log page. This enabled verbose logging of the RADIUS daemon.

« C A (Bxbaps//192.168.0.122/debug/radius/

Service: RADIUS Authentication v Enter debug mode

RADIUS Authentication Logs
Showing the last 100 lines

2914-89-26T88:21:06-07:88 FortiAuthenticator radiusd[623]: ===>Username:cwindsor

2014-99-26T@8:21:06-87:88 FortiAuthenticator radiusd[623]: MNAS IP:192.168.9.254

2014-09-26T@8:21:96-07:06 FortiAuthenticator radiusd[623]: Realm: (null) (default realm id: 2) username: cwindsor

2@14-89-26T88:21:86-87:88 FortiAuthenticator radiusd[623]: Realm not specified, default goes to Windows AD, id: 1

2814-09-26T@8:21:06-07:08 FortiAuthenticator radiusd[623]: Loaded remote ldap (regular bind) 192.168.1.2:389

2@14-03-26T@8:21:06-07:08 FortiAuthenticator radiusd[623]: [pap] WARNING! Mo “known good" password found for the user. Authentication may fail because of this.
2814-09-26T@8:21:86-07:88 FortiAuthenticator radiusd[623]: # Executing group from file fusr/etc/raddb/sites-enabled/default

2814-093-26T@8:21:86-07:88 FortiAuthenticator radiusd[623]1: Waking up in 4.9 seconds.

2014-@9-26T@8:21:86-07:88 FortiAuthenticator radiusd[623]: # Executing section authorize from file /usr/etc/raddb/sites-enabled/default

2914-89-26T88:21:06-07:88 FortiAuthenticator radiusd[623]: # Executing group from file /fusr/etc/raddb/sites-enabled/default
2914-89-26T88:21:06-07:88 FortiAuthenticator radiusd[623]: Weking up in 4.8 seconds.

Once enabled, verbose logging will be printed and a new user authentication validation option
enabled.
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<« C M 3 b#ps//192.168.0.122/debug/radius/

Senvice: RADIUS Authentication - Exit debug mode DEBUGGING MODE ACTIVE

Send Authentication

Username

Password 5@
| OK |

RADIUS Authentication Logs
Showing the last 100 lines

2014-89-26TO8:26:53-87:88 Fortiduthenticator radiusd[11121]: #81llocalstatedir = "/usr/var®

2014-89-26TP8:26:53-87:80 FortiAuthenticator radiusd[11121]: #011logdir = "/usr/var/log/radius”

2014-89-26TR8:26:53-87:88 Fortiduthenticator radiusd[11121]: #811libdir = "fusr/lib"

2014-89-26TE8:26:53-87:88 FortiAuthenticator radiusd[11121]: #81lradacctdir = "fusr/var/log/radius/radacct"
2014-89-26TE8:26:53-87:88 Fortiduthenticator radiusd[111217: #81lhostname_loockups = no

2814-89-26TP8:26:53-87:80 FortiAuthenticator radiusd[11121]: #81lmax_request_time = 3@ I}
2014-89-26T@8:26:53-87:88 FortiAuthenticator radiusd[11121]: #81lcleanup_delay = 5

2814-89-26T08:26:53-07:00 FortiAuthenticator radiusdf111217: #@1lmax reauests = 1824

Validate token passcodes

To aid in the debugging of token authentication synchronization issues, a new feature has been
added to the user GUI to allow an administrator to validate a user token passcode. This will
prove that a token is correctly synchronized and in the position of the correct user. Note that
the token remains ‘one-time’ so the token passcode will not be re-usable and the user must wait
for a new code before attempting a subsequent authentication.

)

Help

FortiAuthenticator Logged in as admin

E ZERTINET

System

Authentication

=] 3.'3 User Account Policies

Change local user

Usemame. carl

~ Disabled
i w General
i [# Password-based authentication  [Change Password]
= Lockouts
[#) Token-based authentication

= Passwords
Deliver token code by, ® FortiToken Email SMS | TestToken |

m Custom User Fields

| ={6G User Management
[ L ocal Users
i Remote Users

FortiToken 200: [pieage Select v FortiToken Mobile: | FTKMOL x v b

Configure @ temporary c-meil?

Configurable token validation window

To adhere to the OATH Validation Server standard, FortiAuthenticator has introduced the ability
to configure the token validation window i.e. the amount of time for either side of the current
time for which a token will be considered valid. The default is +/- 1 minute but this can be
extended to 60 minutes. Whilst this is possible, the security implication of changing this setting
should be carefully considered. RFC6238 recommends the validity window should be set to at
most, the same value as one time step i.e. 60s in the case of the FTK200, which is our default.
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FortiAuthenticator togsoainassamn | €D | Qs | ZERTINET
= = — B =
System | Edit General Account Policy Settings
Authentication o
_ FortiToken valid window: 1 minutes (1-60)
D--&j User Account Policies
: FortiToken sync window: i 5-480)
- ’ O i
-= Lockouts Email/SMS token timeout: &0 seconds (10-3600s)
i..w Passwords
’ Expire device login after: i (51
i...w Customn User Figlds pi ¢l 480 minutes (5-1440)
= EE User Management [ Automatically purge expired user accounts lk
-= Local Users [ Restrict web service access 10 a specific interface.
w s Remate Users |
-» Remate User Sync Rules | OK

API| auth enhancement

The API has been enhanced to enable several new field requested features:
e Triggering of an Email/SMS token is now supported in /auth API

o Both /localusers and /ldapusers APIs are extended so that out-of-band
token code (for email and SMS tokens) can be sent using the new
/sendoobtoken resource

e Add /ldapusers API with a read-only access, to view user's token-based
authentication configuration

e The /localusers APl now returns an empty string (instead of null) for token type
field when user has no token-based authentication configured

e New filter expressions are added to /localusers and /fgtgroupfilter including
contains, icontains and in

These changes will be documented fully as part of the REST API Guide on
http://docs.fortinet.com/fortiauthenticator/admin-guides.

Restrict REST API to specific interface

For security reasons, the REST API can be restricted to specific interfaces.

FortiAuthenticator
= e
System Edit General Account Policy Settings
| Authentication |
= &5 User Account Policies
FortiToken sync window: &0 minutes (5-480}
..
= Lockouts Email’SMS token timeout: 60 seconds (10-3600s)
= Passwords
Expire device login after: 5-1
= Custom User Fislds o 4 0 rnutes (5-14:40)
m User Management (1] Automatically purge expired user accounts
& & Sel-service Portal [¥) Restrict web service access to a specific interface
-= General r
e Web service interface port2 v
= Access Control
-w Self-registration 0K
|
- = Replacement Message

Windows agent for Microsoft IS

To enable two-factor authentication to Microsoft Internet Information Services (11S) based
systems, including Microsoft Outlook Web Access (OWA), a new agent has been developed to
extend the authentication process with a second factor (token). This will be documented in
detail in the Microsoft IIS Agent User Guide on http://docs.fortinet.com/fortiauthenticator/admin-
guides.

Tested platforms include:
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FSSO

Fortinet

Note Microsoft Exchange 2003 and earlier are not supported.

Microsoft Windows 2012 R2 Server / Microsoft Exchange 2013 (confirmed)

I1S 7.0 minimum (Vista / Server 2008 and later) (confirmed)

Microsoft Exchange 2007 / 2010 (in testing)

Bulk import for MAC devices

To simplify configuration of the MAC Devices feature, importing of a CSV file containing bulk list
of MAC addresses is now supported. The supported CSV format is Device name (50 Chars),

MAC Address (01:23:45:67:89:ab, or 0123456789AB)

FortiAuthenticator

Authentication

Lo

: B3 84 User Account Policies

General

Lockouts
Passwords

Custom User Fields

=g User Management

= Local Users
= Remote Users

= Remote User Sync Rules
- User Groups

= Organizations
= FortiTokens
g MAC Devices.

@ Create New | 3% Import

0 MAC-based authentication devices

Configurable DNS Lookup Options

The following configurable DNS lookup options have been added.

Under SSO->General->Enable Windows Active Directory domain controller polling:

Enable DNS lookup to get IP from workstation name (default: true)

Directly use domain DNS suffix in lookup (default: false)

Enable reverse DNS lookup to get workstation name from IP (default: true)

Do one more DNS lookup to get full list of IPs after reverse lookup of workstation name

(default; false)

The last option is useful when some event contains only IP information, and reverse DNS
lookup is used to get the workstation name. After that, the workstation name is used in DNS
lookup again to get more complete IP information. This is useful in some environment where

workstations have multiple network interfaces.
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Certificate Management

Filter options for revoked certificates

On a FortiAuthenticator with many users and the usual level of certificate revocations, it quickly
became difficult to browse the certificate GUI. The ability to apply a GUI filter has been added
to allow all or pending, expired, active or revoked certificates to be displayed.

FortiAuthenticator _ wmnm‘ 9 | e ‘ F:RTINET
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Support Extended Attributes

Some certificate use requires the explicit presence of extended key usage attribute before the
certificate will be accepted for use. This is particularly true for VPN use on Windows 8.1 mobile
devices. FortiAuthenticator adds this functionality during the certificate creation process.

FortiAuthenticator cwsanssne | @ | 0P | FEzATINET
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Sacure Email
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P
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Time Stamping =
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